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Revision Record
Date Revision FW-WebUI/HiLink Change Description Author
version Version

2014-9-30 |1.0 FW 22.180.03.00.00 First version Tanzhengbin
2014-10-11 |2.0 FW 22.180.05.00.00 Second version Tanzhengbin
2014-11-11 |3.0 FwW 22.180.09.00.00 Third version Tanzhengbin
2014-12-18 |4.0 FW 22.200.01.00.00 Fourth version Tanzhengbin
2014-12-28 |5.0 FW 22.200.03.00.00 Fifth version Tanzhengbin
2015-1-22 |6.0 FW 22.200.05.00.00 Sixth version Tanzhengbin
2015-4-8 7.0 FW 22.200.07.00.00 Seventh version Huwuming
2015-4-18 |8.0 FW 22.200.09.00.00 Eighth version Huwuming
2015-6-19 [9.0 FW 22.200.13.00.00 nineth version Liuhuan
2015-8-29 |[10.0 FW 22.200.15.00.00 MR version Liuhuan
2015-11-15 |11.0 FW 22.315.01.00.00 MR version Liuhuan
2016-4-13 |12.0 FW 22.317.01.00.00 MR version Liuhuan

Page 2




Table of Contents

R V= T T = = LN ] £ PSR
P o - U0 1T SRR
2.1 Version DESCHPLION .........oooiiiiiiiiee et e e e e et e e e e e e s enreeaeenns
2.2 Hardware SpecifiCations .............cooiiiiiiiiiii e
2.3 Improvements in the Previous VErsion ..............cocciiiiiiiiiieeiiee e
2.4 Known Limitations and ISSUES .............ccceviiiiiiie it e e e
R T 11 11T L= PP PRUPR
R TRt I V=1 1o o [ 0T 4 o] (o o SRR STSR
3.2  Firmware SpecCifiCations ............coo i
3.3 Improvement in the Previous Version ... e
3.4  Known Limitations and ISSUES ............cc.coiiiiiiiiiiiir e
A WEBUIHILINK ...ttt e e e e e e e e e e e e e st b r e e e e e aeesesanntraeeeaaeeeaaannes
4.1 Version DESCHPLION .........cooiiiiiiiiie ettt s abe e e e e s nbe e e e
4.2  WebUI/HILink SpecifiCations.............cooiiiiiiiiiie e
4.3 Improvement in the Previous Version..............ccccoo oo
44 Known Limitations and ISSUES .............ccooiiiiiiiiiiiee e
5 Software VUINErabilities FIXES ..o e e e e
6  Accessory Product from Other VENUOI .........oooieeiiiiiiie e e e e e e e e e e e e e enanes
6.1  Known Limitations and ISSUES ...............coiiiiiiiiiiiie e
A © )1 1 1= TSP PPURRN

ST =Y (=] (=] (o =



)

HUA\Nva HUAWEI E3372h TCPU-V200R002B317D01SP00C00 V12.0 Release Notes CONFIDENTIAL

HUAWEI E3372h TCPU-V200R002B317D01SP00C00
Release Notes V12.0

Abbreviations Description

1 Main Features

The E3372h supports the following standards:

® LTE cat4 data service up to 150Mbit/s (Downlink) and 50Mbit/s(Uplink)
DC-HSPA+ data service up to 43.2 Mbit/s

HSPA+ data service up to 21.6 Mbit/s

HSDPA packet data service of up to 14.4 Mbit/s
HSUPA data service up to 5.76 Mbit/s

WCDMA PS domain data service of up to 384 Kbhit/s
Equalizer and receive diversity

microSD Card Slot (Up to 32G)

Data and SMS Service

Plug and play

Standard USB interface

CSFB

2 Hardware

2.1 Version Description

Hardware Version: CL2E3372HM Ver.A
Platform & Chipset: Balong Hi6921 V7R11M,

2.2 Hardware Specifications

Item Specifications
Hardware Version e CL2E3372HM
e LTE 3GPP R9

Technical standard ¢ HSPA+/UMTS: 3GPP R99/R5/R6/R7/R8

e GSM/GPRS/EDGE: 3GPP R99

USB: Type A with standard USB 2.0 High speed interface

LED: indicating the status of the Data Card

External interfaces SD card: standard TF card interface

SIM/USIM card: standard 6-pin SIM card interface
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Iltem

Specifications

RF interface: external RF interface

Maximum power
consumption

<35W

Power supply

5V

Dimensions (D x W x H)

About 88mm(D) x 28mm(W) x 11.5mm (H)

Weight <25¢

Temperature e Operating: —100 C to +A:0 C
e Storage: -20°C to +70C

Humidity 5% to 95%

Base Information

e Plug and play (PnP)

e Standard USB 2.0 High Speed
convenient for use

interface,

auto

installation,

Note:

3GPP = The 3rd Generation Partnership Project
TS = Technical Specification

LED = Light-Emitting Diode

SIM = Subscriber Identity Module

USIM = UMTS Subscriber Identity Module

2.3 Improvements in the Previous Version
Index Case ID Issue Description
Hardware Version CL2E3372HM Ver.A
Previous Hardware NA
Version
NA
2.4 Known Limitations and Issues
Index Case ID Issue Description
NA NA

3 Firmware

3.1 Version Description

Firmware Version:

Baseline information

22.317.01.00.00
Hi6921 V7R11M
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3.2 Firmware Specifications

3.3

Item

Specifications

Improvement in the Previous Version

Index

Case ID

Issue Description

Firmware Version

22.317.01.00.00

Previous  Firmware | ,, 315 41 00.00
Version
DTS2015102 (v7113%‘r$) EﬁﬁFa§tlink)i’f)ﬁESS?Bs—SZO%?zE‘H?ﬂﬂW%,
1 903212 T 3 27 R % J5 20 B R BV TR11F & f£4EDynamic PDMG
5 ANV 0xD3E2 ] i
2 DTS2015120 | (V711 @] A2, Rz EEM TS R A GE, 0k
306645 MMIXT A2 BSN:433, #H146%: 135
[V7113:pEE 8] [P711 RO01Y [E25 7 b A B Lk o)
DTS2016010 %’lm3boot§3\IZbIockltt‘,_fblﬂﬁﬁ%lﬂﬂL (block0J ™ Z& PR IE TG i 5
3 406583 711V G A EANHEAT AL B, AR A SR SHEE, H
RNTLLF Gk s, R ORI EHN T, DR s
Ao
[ vril 4t M | & 1 4% M ow H &F K 47 I
4 DTS2016012 | /WebApp/common/config/deviceinformation/config.xml it &
604539 % R ) RSSI, SINR, CELL IDH, Kk H
api/device/signal ik [nffjpsatt 1 mode {H& |
CHrk] [v7i3em@] [B119—8 2k THY /=&l
5 DTS2016021 | H /B119f—fAK T H, 75 ZMIFR\Resources\lang T [#)
606935 S TSR, A WAE TR G S INE R R 2 BRI R 7R N BT
&
[v7adtit @) L sk 1 ES577CS-60377 fhf) K A8
5 DTS2016030 | H45schiiAs 5 %56 1 e il i A v] DLTE fif 8 datalock & 45t~ T2k
902113 [E]38 F RS, 7 AR i simlock el iR, TRt ib 2472 1.3
DTS2016030 [euap LINUX-V100R007B100D14SP00C03] [ %]t
7 905815 0020906 ]: It's different from the specification in the timing of
"notice message of New software”
8 DTS2016032 | [Vv7a13tt:im ) L[autorunflyr= st &Y (%4 HbAEE
308094 DLLERFEAUR I
9 DTS2016031 | [ v7ii btk @ 1 [ % 4 19 @ 1 linux kenerl i ¥
808763 CVE-2015-1805 FHE A& A,
DTS2016032 [Vv7113:¢ 98] [LINUX-V100R007B100D16SP00C03]
10 | 997317 A DLE 4 AR R ERE, datalockB 2 7B AR ML) A 2 S
[) % 45 4 2 570
11 | DTS2016030 [V7RI1IL M [ [F)2VTR22 v i B -USB % 45 1 5 % F
704443 FE
1p | DTS2016022 [v7113tphim ) [HURAE EFTENY 5EH1 T Dhae A% ST ED
403990 HEPESHPHAURL, 75528,
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Index Case ID Issue Description

13 | DTS2016022 [v7ia 3t s 1 [0 & ARG 1# eUAP V- & 1 & &
403585 “129.129.129.129” Huhk77 e X, SERRAMH, 75 EMIBR.

14 | DTS2016013 [E5577s-321] ) {5 #.DTS2015062306055 14 Bt 5 S # 4R
001675 HW5067 i LEDT fiom 5
DTS2016010 n(v711;$'r$|‘1ﬂ“@l AR5 A8 £h 2 i {i%éi?ﬁiﬁﬁﬁﬁ

15 | 401937 i% “UEInformationRequest” AUE, UE4FXiZiH Sit4T T ]

2, FEZENK, #EH%E36.331 U TIE

16 | DTS2016040 [v7iudtvEi @] [5ehE2kbug) 24 B EEER, S8

505596 T J5 TROGO 7 4 3 SR

3.4 Known Limitations and Issues

Index Case ID Issue Description
l .
Unrealized NA
Features
2
3

4 WebUI/HiLink

4.1

4.2

Version Description

WebUI/HiLink Version:

17.100.14.01.03

WebUI/HiLink Specifications

Item

Specifications

4.3

Improvement in the Previous Version

Index

Case ID

Issue Description

WebUI Version

17.100.14.01.03

Previous WebUl | 17 100.13.01.03
Version

1 New Features

2

3
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4.4 Known Limitations and Issues

Index Case ID Issue Description
Unrealized
1
Features
2
3

5 Software Vulnerabilities Fixes

Softwar Version CVE ID Vulnerability Solution
e/Modul Description
e hame
Linux Linux kernel | CVE-2014 [ P711s )|
kernel 3.14.1 -2851 CVE-2014-2851 ,
CVE-2013-1763 , | DTS2015021307041
CVE-2014-4943 i ifil &
A
Linux Linux kernel | CVE-2013 [ P711s )|
Kernel 3.7.10 -1763 CVE-2014-2851 ,
CVE-2013-1763 , | DTS2015021307041
CVE-2014-4943 i i &
A
Linux Linux CVE-2014 [ P711s )|
kernel kernel 3.15. | -4943 CVE-2014-2851 s
6 CVE-2013-1763 , | DTS2015021307041
CVE-2014-4943 i &
A
lpv4 NA ANDROID | [ Android # T 1 #£ping_unhash() 1k
20770158 ANDROID-20770158 : 1 /bsk_nulls_node_init
pv4: Missing sk_nulls_no - - -
de_init() in ping_unhash() | <) -
linux Linux CVE-2015 | [%4=1H ] linux kenerl
kenerl kernel 4.4.2 | -1805 Jii CVE-2015-1805 7 | DTS2016031808763
BLE

6 Accessory Product from other Vendor

Version Description
Accessory Product Version:

6.1 Known Limitations and Issues

7 Others

8 Reference
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